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INTRODUCTION

Software systems have become the backbone of Egypt’s public administration and citizen services,
powering everything from national ID verification, tax collection, healthcare records, education platforms,
and subsidy distribution to the entire Digital Egypt ecosystem serving over 100 million citizens. In recent
years, the government has invested tens of billions of Egyptian pounds in digital transformation projects,
yet fragmented and inconsistent acceptance practices can lead to challenged projects and prolonged
processes to integrate new systems with national platforms. The initiative of developing Government
Software Acceptance Guidelines therefore addresses the need for a comprehensive consistent reference
of modern technical, legal, and governance requirements that focus on security, sovereignty,
interoperability, sustainability, and reduced total cost of ownership of software products across all
government entities.

The Egyptian Government Software Acceptance Guidelines v1.0 (2026) is issued by the Software
Engineering Competence Center (SECC), that affiliates to the Information Technology Industry
Development Agency (ITIDA), under the authority of the Ministry of Communications and Information
Technology (MCIT) in response to this need and in compliance with Egypt’s other relevant guidelines and
standards.

This document establishes the unified, essential technical, legal, operational, and governance
requirements that every software system — whether procured off-the-shelf, custom-developed, cloud-
based, or on-premises — should satisfy before it can be granted Final Acceptance by any Egyptian
government entity (ministries, governorates, public authorities, universities, public-sector companies,
and local administration units).

The Guidelines directly supports the following national strategic objectives:

e Egypt Vision 2030 and Egypt ICT 2030 Strategy.

e Personal Data Protection Law No. 151/2020 and its 2024 Executive Regulations

e National Cybersecurity Strategy and NTRA Cybersecurity Framework 2024.

e Egypt Cloud-First Policy 2024.

e Anti-corruption and transparency directives of the Administrative Control Authority.

By adopting a single acceptance framework, the Guidelines eliminates fragmented practices, reduces
long-term costs, prevents vendor lock-in, protects citizen data, and ensures that every public-sector digital
investment delivers sustainable value to the Egyptian State and its citizens.

In the context of this Egypt Government Software Acceptance Guidelines and in alignment with Egyptian
public procurement terminology (Law 182/2018 and its executive regulations): the term “procuring
entity” exclusively designates the Egyptian public-sector organization acting as the client and owner of
the system, and never refers to the vendor, supplier, or contractor.
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Arabic equivalent

Who it refers to commonly used in
tenders

Procuring Entity

Vendor / Supplier /
Contractor

The government buyer/client —i.e., the ministry,

governorate, public authority, unllv?rsny,. publl.c—sector 5lasall dganll / Al gad
company, or any other state administrative unit that WERNENY,
issues the tender, signs the contract, and will & ’
own/operate the system.

The private-sector company (or consortium) that wins .

P , pany (or co ) 4S,21 / Jslaall / 390l
the tender and is contractually obliged to deliver, 5 el
implement, and support the software system.
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SCOPE

This Egypt Government Software Acceptance Guidelines v1.0 (2026) document applies to:

1. All software systems acquired by the government (including licenses, implementation, and
support).

2. Any system that processes, stores, or transmits personal data of Egyptian citizens or residents.

3. Cloud-based or hybrid solutions offered to government entities.

4. Custom-developed applications funded wholly or partially by public funds.

The Guidelines support procuring entities define pre-tender requirements, manage final acceptance
phase, and enter the defect liability period. The guidelines support establishing and fulfilling actionable
procurement agreements with:

e Procuring entities and their technical committees
e Vendors, prime contractors, and subcontractors
e System integrators and cloud service providers

Conformation to the Guidelines is verified during User Acceptance Testing (UAT) and Final System
Acceptance. The Final Acceptance Sign-Off Certificate may not be issued until all acceptance criteria and
requirements are fulfilled or formally waived by the procuring entity, as per the scope of the procurement
agreement.

This Guidelines document deliberately does not cover:

e Functional business requirements or detailed use cases specific to the procuring entity (e.g.,
business workflows, tax calculation rules, educational curricula, etc.).

e Sector-specific performance indicators or domain-specific features that must be defined
separately in the Statement of Work (SoW) or Terms of Reference (ToR).

This document addresses only generic features, cross-cutting concerns, general non-functional aspects,
and general governance requirements that apply uniformly to all government software systems,
regardless of their business purpose. These include (but are not limited to) licensing, data sovereignty,
interoperability, cybersecurity, auditability, source-code delivery, accessibility, sustainability, training, and
contractual safeguards.

The procuring entity remains fully responsible for defining and validating all business-specific
requirements in its own tender documents and for conducting dedicated business-focused User
Acceptance Testing (UAT). The present guidelines complement — but does not replace — those entity-
specific requirements.

This document (including its Appendices) constitutes an independent reference for software acceptance
inthe Arab Republic of Egypt from the perspective of the Software Engineering Competence Center (SECC)
and the Information Technology Industry Development Agency (ITIDA), and can be augmented by any
additional guidelines documents or references opted for by the procuring entity.
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DISCLAIMER:

Neither the Software Engineering Competence Center (SECC) nor the Information Technology
Development Agency (ITIDA) assume any liability for the completeness or applicability of these Guidelines
in individual projects, nor for any risks arising from its use or interpretation by procuring entities, vendors,
consultants, or any third party.

The responsibility for the correct application, adaptation, and enforcement of the Guidelines rests
exclusively with the procuring entity and its authorized committees.

GUIDE CONTENT

The main content of this guide are the detailed software acceptance criteria covering the various key
aspects and concerns for software acceptance. The criteria are grouped under eight different categories
for better governance and application:

Legal, Licensing & Contractual Framework
Hosting & System Operations

Generic System Features

System Non-Functional Characteristics
Data Governance & Protection

System Manageability & Sustainability
People & Environment

OmMmMoO®>

Under each category, a set of controls are provided and clarified by examples. The exact values of these
controls need to be set by the procuring entity as explained in the next section.

Additional sections and appendices are provided for establishing the context for using this content and
for better usability.
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HOW TO USE THIS GUIDE

This document serves as a reference for evaluating and accepting software systems across the Egyptian
public sector. It is designed to be utilized throughout the entire software lifecycle, from initial
procurement to final system sign-off.

Who Should Use This Guide

The following are the typical stakeholders who can benefit from this guide:

The Procuring Entity Technical Committees: Use this document as a foundational template to define
pre-tender requirements, establish Service Level Agreements (SLAs), formulate test plans, and verify
software quality. The responsibility for the correct adaptation and enforcement of these guidelines
rest exclusively with the procuring entity.

The Procuring Entity Business Users: Refer to the Methodology and Defect Severity Matrix sections
to guide the execution of User Acceptance Testing (UAT) and appropriately classify logged defects.

Vendors, Suppliers, or Contractors: Use these guidelines to understand the essential legal, technical,
and operational deliverables required by the Egyptian Government (such as Source Code Handover,
OpenAPI standards, and compliance with the Personal Data Protection Law 151/2020) prior to
finalizing your technical proposals.

Third-Party Vendor: Procuring entities might opt for hiring third-party vendors or consultants to assist
in formulating and/or validating the exact criteria. Typical third-party utilization might take place in
areas like cyber security or any other areas that required specialized technical expertise.

Guide Application Process

To successfully apply these guidelines to your procurement project, follow this staged approach:

Phase 1: Pre-Tender & Contracting: Review the "Acceptance Criteria & Controls" (Categories A
through G) and embed these requirements into your procurement documents. You can use these
controls to build a Requirements Compliance Matrix in your Terms of Reference (ToR) document,
Request for Proposal (RFP) document, or procurement agreement.

Important Application Note: The guide provides example criteria for each control. Your Technical
Committee must define and set the exact values for these controls (e.g., precise load times, number
of concurrent users, or SLA penalty percentages) and add any additional criteria/controls based on
the project's specific needs.

Phase 2: Project Initiation & Planning: Ensure the vendor provides the detailed “Test Plan(s)” and
"Acceptance Criteria" (Business, Technical, and Operational documentation) that is aligned with this
guide before moving to the testing phase. This document can be considered part of the “Test Basis”
incorporated by the vendor in its test plans.

Phase 3: Project Execution: Based on the adopted Software Development Lifecycle (SDLC) for the
project, align the acceptance activities (see the Software Acceptance Methodology section) with
project lifecycle. If Agile methodologies are followed, the procuring entity need to be involved in more
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iterative and continuous acceptance and must dedicate the needed resources for this. The procuring
entity need to either set or carefully review and understand the project SDLC.

e Phase 4: Final Acceptance: As per Software Acceptance Methodology section, and utilizing Appendix
F — Compliance Checklist, validate the system and issue a validation report with any detected
anomalies or violations to your requirements. Final Acceptance Sign-Off Certificate should not be
issued until all agreed-upon criteria driven from this guide, alongside your functional requirements,
are either completely fulfilled or formally waived.

Guide Appendices

To establish common language and terminology, and avoid ambiguity during the whole procumbent
process, the guide provides a set of Appendices for the relevant abbreviations (Appendix A), common
terms and their definitions (Appendix B), most typical Software License Models (Appendix C), common
Hosting and Deployment Models (Appendices D & E), and compliance checklist (Appendix F).

The responsibility remains on the procuring entity’s technical committees to fully understand and utilize
these concepts, and to make decision on the most appropriate options in coordination with its vendors
and/or consultants.
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SOFTWARE ACCEPTANCE METHODOLOGY

This section defines a methodology that governs how software systems are evaluated, tested, and
approved prior to Final Acceptance by any procuring entity. The methodology ensures that every system,
regardless of its delivery model, meets its essential agreed upon requirements in alignment with the
relevant standards and government guidelines.

The objectives of the Software Acceptance Methodology are to ensure setting clear contractual
requirements, functional specifications, and any other regulatory or compliance obligations from the
beginning of the procurement agreement, in addition to providing an auditable framework for verifying
software quality and performance.

Acceptance Pre-requisites:

A. Acceptance Test Basis: The following documents should be developed at the beginning and/or during
the procurement agreement in order to serve as clear basis for acceptance. Assessment of the
completeness, clarity, and consistency of these documents is a pre-requisite for the acceptance phase:

e Business and Functional Documentation (e.g. BRDs, SRS, use-case definitions, workflow diagrams,
business rules catalog, user roles)

e Technical Documentation (e.g. System architecture, design specifications, database schema,
integration specifications, APls, configuration and deployment guidelines)

e Operational Documentation (e.g. User manuals, administrator guides, training materials,
backup/restore procedures, DR plans and Support & SLAs specification)

All documents must reflect the final scope and should be version-controlled.

B. Acceptance Committee(s): Another important pre-requisite is to have technical committees that will
execute or overlook the execution of the acceptance process. To successfully assess all legal, technical,
and operational requirements prior to issuing the Final Acceptance Certificate, the committee should
ideally be cross-functional. One or more specialized committee can be formed as needed to typically
include the following roles:

e Management level of relevant functions

e Business Representatives

e Legal & Procurement Specialists

e Cybersecurity & Data Privacy Team

e T Infrastructure & Cloud Architects

e Software Architecture & Integration Experts

e Quality Assurance (QA) & User Experience (UX) Testers
e Data Governance & Al Specialists (If applicable)

For large procurement initiatives, Management Steering Groups are typically formed of senior
managers as a higher level of authority to govern the procurement and acceptance processes.
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Acceptance Stages:

The methodology is organized into three stages. Progression to the next stage requires completion and
approval of the previous one:

Stage 1: Test Strategy & Planning

This stage establishes the testing approach, prepares test materials, and ensures that all documentation
and environments are ready before execution begins

e Define the overall test strategy (scope, objectives, types of testing)

e Prepare the Master Test Plan including roles, responsibilities, timelines, risks, and entry/exit
criteria. The test plan needs to cover the acceptance criteria as provided in this document, when
applicable.

e Prepare UAT test scripts and end-to-end business scenarios

e Set up and validate test environments and required integrations

e Prepare or load test data (sanitized or production-like as needed)

Stage 2: UAT execution

Government business users verify the system’s functionality, usability, stability, and compliance with
agreed requirements through hands-on testing.

e Execute approved UAT test cases and business scenarios

e Cover the target test types and acceptance criteria as per the test plan.
e Test integrations with government platforms

e Log defects, track resolution, and retest fixes.

e Complete UAT sign-off once all critical issues are resolved.

Stage 3: Final Acceptance

After the system is evaluated for compliance with contractual, technical, and operational requirements,
the procuring entity can issue the Final Acceptance Certificate. The following Definition of Done (DoD)
should be met before issuing the final acceptance:

e Verify closure of all UAT findings and confirm system stability and readiness as per the test plan
and the agreed exit criteria.

e Confirm delivery of all final documentation and training materials.

e Ensurethe system is delivered and operational in the designated environment (Production or Pre-
Production).

e Ensure all contractual and SLA commitments are met.

e Conduct final walkthrough with the acceptance committee.

Defect Severity Matrix for Software Acceptance
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The following table defines the severity levels and their direct impact on the decision to issue an
Acceptance Certificate.

System crashes on login; SQL

Total system failure, data loss, or UAT sign-off is strictly L -
injection vulnerability; Loss of

S1:Blocker  extreme security breach that prohibited until resolved and . .
. internet connectivity breaks core
prevents further testing. retested. . .
offline functions.
. . . Data stored outside Egypt;
Failure of a core business Must be fixed before the Failure of Di itcjal IE %\go
$2: Critical requirement or a violation of Final Acceptance Certificate & &YP

integration; Non-compliance

national legal/security mandates. is issued. with Law 151/2020.

A significant feature is non- Can proceed if the vendor Report generation takes 10

$3: Major functional or performance is provides a fixed remediation seconds (target is 3); Arabic RTL
below threshold, but a manual timeline, but may delay final layout is "mirrored" instead of
workaround exists. payment. "native" in secondary modules.
Cosmetic issues, typos, or small Ul Can be deferred to the Typo in an administrative

S4: Minor inconsistencies that do not impact Defect Liability Period (12- dashboard; Minor icon alignment

system logic. month minimum). issue in a sub-menu.
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ACCEPTANCE CRITERIA & CONTROLS

A. Legal, Licensing & Contractual Framework

A.1. Software License Model

A license model is the set of legal agreements and rules that determine by whom and how the software
may be used, deployed, copied, modified, and transferred.

The acceptance criteria should establish a transparent and sustainable licensing agreement that protects
investments, prevents vendor lock-in, and guarantees the procuring entity’s right to use the software as
needed without unexpected costs.

Example Criteria

. The exact license model and what is counted  Perpetual named-user license for
License Type &

Metering Clarit must be unambiguously stated. Refer to 5 000 users OR Subscription per
& ¥ Appendix C — Software License Models. vCPU/month (max 64 vCPU)
“Ministry of Health may transfer
Government-Wide License can be reassigned to any other 1 000 licenses to Ministry of
Transferability Egyptian government entity without fee Education with 48 h written

notice and no cost”

Renewal by new PO; or automatic renewal of  Clause stating “Subscription ends

subscriptions. Automatic renewal might lead to automatically unless new
Auto-Renewal

vendor lock-in. The procuring entity should purchase order is issued 90 days
assess the risks of renewal options. before expiry”
Components list of every component that makes up a

Disclosure including software to provides full transparency about all Software Bill of Material (SBOM).
Open-Source third-party libraries

A.2. Contractual Aspects

Safeguards the long-term interests and continuity of service by stating clear support commitments,
financial guarantees, penalties for non-performance, and a smooth, cost-free exit path, ensuring no
procuring entity is ever held hostage by a vendor.

Example Criteria

5 years standard support + 2 optional

Durati
Support Duration Guaranteed support length years at fixed price.

Handover of all system assets and
configurations including data
extraction and migration.

Free Transition Vendor helps replacement vendor at no
Assistance cost
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Example Criteria

SLA Penalties

Financial consequences for non-
performance

0.5 % of monthly fee per 0.1 % below
99.7 % availability; cap 15 % of
annual contract value

B. Hosting & System Operations

B.1. System Hosting & Continuity

Clear hosting requirements that aligns with organizational and national policies (e.g. cloud hosting),
which might involve providing fallback on-premises capability so critical services continue functioning
during outages or critical incidents.

Example Criteria

Hosting Model

Disaster-recovery and
backup sites

Geographic
Redundancy

B.2. Data Sovereignty

Clearly define hosting model that suites the

organizational needs, policies, and national
regulations. Refer to Appendix D -
Software Hosting Models

Requirements for Disaster-recovery and
backup sites and clear plans to restore
systems from emergency outages.

Two sites far apart for running critical
systems that are prone to geopolitical
incidents.

AWS Cairo Region (gov zone) or
Azure Egypt North with Egyptian
Government tenancy

System must run 100 % inside
ministry premises during internet
outage that exceeds 24 h

Zone 1: Cairo/Alexandria; Zone 2:
Upper Egypt (e.g., Assiut or Luxor) —
minimum 200 km distance

Guarantees the procuring entity retains full ownership and control over its data and provides fallback
capability to recover and restore system data in case of data damaging incidents.

Example Criteria

Data Ownership

Open, Non-
Proprietary Data
Export Formats

Legal and technical means to ensure data
at all times are the sole and exclusive
property of the procuring entity.

Open versus vendor-specific binary data
formats that do not allow data
export/import as per the organization
needs. The organization should retain Free
Data Extraction at any time.

Contract clauses.
Administrative tools and access.
Data extract methods and tests.

Real-time or on-demand export of
100 % of the data in open, fully
documented formats (Arabic-
labeled CSV, JSON-LD, XML).

The use of national reference codes.




C. Generic System Features

C.1. Users/Access Rights

Ensures that the system properly enforces roles, privileges, and secure user access in accordance with
government policies. This protects sensitive data, prevents unauthorized actions, and guarantees that
public-sector workflows are executed only by authorized personnel.

Example Criteria

User Roles

Access Control

User Session
Management

All user roles must be clearly defined and
mapped to correct business functions &

relative privileges

System must prevent unauthorized access

System must protect against unattended

sessions or simultaneous logins

C.2. Payment Gateway

Roles to be defined in alighment
with an approved RACI matrix (E.g.
Employee, Admin, Supervisor,
Manager etc.) with correct defined
access rights

No user can access modules beyond
their assigned role

Auto-logout after 15 minutes of
inactivity; no concurrent logins from
multiple devices

For systems that includes citizen payment functions, ensure that all payment functions integrated with
the system operate securely, accurately, and in compliance with government financial regulations. This
safeguards revenue collection, prevents financial discrepancies, and guarantees a smooth, reliable

citizen payment experience.

Example Criteria

Supported Payment
Methods

Security &
Compliance

Duplicate Payment
Prevention & Fraud
Detection

Integration Stability

Gateway must support all government-

approved payment channels

Gateway must adhere to PCI-DSS,

encryption standards, and local regulations

System must prevent accidental double
payments; Payment gateway must support

fraud detection

Payment APl must respond consistently,
return payment results correctly, and
provide error handling

Credit/debit cards, mobile wallets,
bank transfers, and national e-
payment platforms (e.g., Meeza)

End-to-end TLS 1.2+ encryption; no
sensitive card data stored in the
system

Lock transaction after first payment
attempt

System receives fraud alerts for
abnormal patterns (multiple
attempts, mismatched credentials)

System successfully receives and
processes user-friendly messages
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Example Criteria

for “Success/Failure/Pending”
callbacks

C.3. Data Analytics/Dashboards

Ensures that dashboards and analytics within the system provide accurate, timely, and actionable insights
for government operations. Validates data correctness, visualization quality to support informed decision-

making at all levels.

Example Criteria

Data Accuracy

Real-Time Updates

Export & Reporting

Anomaly Detection &
Alerts

Dashboard values must match underlying  No rounding or aggregation errors
system data with no discrepancies Correct formulas used

Operational dashboards refresh
every 5 minutes; strategic
dashboards refresh hourly or daily,

Dashboards must reflect the latest
approved data according to defined refresh

cycles . .
as agreed upon in requirements
Export to PDF, Excel, and CSV with
Data and visuals must be exportable in identical values to the dashboard;
approved government formats exported reports include timestamp

and metadata

Sudden spikes trigger visual alerts;
threshold-based notifications
appear on the dashboard

System must support highlighting
abnormal trends or unexpected values

C.4. Logging/Audit Trails

Ensures that all system activities are captured in a tamper-proof, complete, and traceable manner. Proper
logging and auditing support transparency, security investigations, compliance requirements, and
accountability across all government operations

Example Criteria

Comprehensive
Activity Logging

Immutable Audit
Trails

Login/logout, record
creation/update/delete, approvals,
data exports, system errors all
logged with full details, related
UserID and accurate time stamps

All critical user and system actions must be
logged clearly and consistently

Logs stored in append-only format
with restricted access; no user can
edit or erase entries

Audit logs must be protected from
modification or deletion
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Example Criteria

Must have a transaction log that records

every single credit and debit. A database = System must have double-entry
that only updates balance is prone to fraud bookkeeping (debit/credit ledger).
and errors.

Accounting Data

API failures, unauthorized access

All system errors, failures, and securit .
¥ Y attempts, and system timeouts

E E i . .
rror & Exception events must be logged with sufficient

Logging diagnostic detail recorded with error codes and
traces
. . Minimum 5-year retention; older
Log Retention & Logs must be stored for the duration y . .
. . logs automatically archived in
Archiving mandated by government policy

encrypted storage

D. System Non-Functional Characteristics

D.1. Cybersecurity & Data Sovereignty

Establishes the non-negotiable standards required to protect the sovereignty of Egyptian data and the
digital identity of every citizen interacting with the system. It aligns strictly with the Personal Data
Protection Law (No. 151 of 2020) and national security directives.

Example Criteria

Ensure that all citizen data and sensitive

. . No cross-border data transfer is
Data Sovereignty &  government records are hosted physically

permitted without explicit license

Localization within the borders of Arab Republic of .
P from the Data Protection Center.
Egypt.
Mitigate cybersecurity threats in Cybersecurity risk assessment
accordance with national and Compliance with recognized

standards (e.g., ISO/IEC 27001, NIST
CSF, or national Egyptian
cybersecurity guidelines).

Security incidents log (CVSS)

international security frameworks,
ensuring resilience against cyberattacks
targeting government and citizen data.

Cybersecurity Risks

Mandates the use of robust cryptographic Data must be encrypted at rest (E.g.
protocols to ensure that sensitive citizen ~ AES-256) and in transit (E.g. TLS

Encryption Standards and governmental data remains 1.3).
unreadable to unauthorized parties during Penetration testing must show no
both storage and transmission. clear-text data interception.
Requires a secure authentication Integration with the Digital Egypt
Identity & Access frar?“lewo:k.tfllat |ntegr?t§s W|th_the unlflled SSO (Single Sign-On) where
Management (IAM) national "Digital Egypt" Single Sign-On applicable.
(SSO) ecosystem. It must enforce Multi- Using Multi-Factor Authentication

Factor Authentication (MFA) and strict (MFA) is recommended.
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Example Criteria

Electronic Signature
Support

Role-Based Access Control (RBAC) to limit
system access based on verified
authorization levels.

Compliant digital signature framework

D.2. Usability & Arabic Localization (User Experience)

Role-based access control is
implemented in accordance with
the specific user privileges required
by the system.

ITIDA Digital Signature Competence
Center (DSCC) and PKI.

Integration with Egypt Trust

Law 15/2004

Mandates that applications are intuitive, accessible, and culturally aligned with the Egyptian public,
prioritizing a "Right-to-Left" (RTL) first design philosophy rather than simple translation.

Example Criteria

Right-to-Left (RTL)
Native Design

Cultural
Appropriateness

Accessibility

The interface must be designed RTL-first,
not just mirrored

Imagery and color palettes must respect
local cultural norms, and organization
visual identity

Identify accessibility requirements, and
ensures access for citizens with disabilities
(visual impairments, motor difficulties) or
special user groups.

Icons: Directional icons (e.g., "Back"
arrows, progress bars) must flow
Right-to-Left. Non-directional icons
(e.g., Home, User, Printer) must
remain un-flipped.

Typography: Use web-safe Arabic
fonts optimized for screen reading.
RTL layout: ensure logical flow and
no "broken" RTL layouts (e.g., bullet
points on the wrong side)

All photographic imagery and
illustrations used within the portal
must reflect Egyptian demographics
and cultural context. The use of
generic "Western-style" stock
photography that contradicts local
dress codes or environmental
settings is prohibited.

Age Groups

Testing using axe-core+ screen
readers

Law 10/2018 and/or WCAG 2.2 AA.
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D.3. Performance & Scalability

Sets metrics for speed and stability, ensuring the application remains responsive during critical national
events, high-traffic seasons (e.g., tax filing, exam results), and varying internet speeds.

Example Criteria

First Contentful Paint (FCP) must be
Defines the maximum allowable time for ~ under pre-agreed threshold (E.g. 1.5
Load Time the application to become interactive for seconds) on 4G networks (the
the user. primary connection type for many
Egyptian citizens).

System must handle 300% of
expected baseline traffic without
Ensures the system maintains stability and degradation.
Peak Load Handling  data integrity during periods of extreme Stress testing results showing
traffic. stability under high concurrency
(e.g., 50,000 concurrent users for
major portals).

For the top 20 most frequently used
transactions (e.g., Login, Search
Citizen, Submit Request), database
qguery execution time must not
exceed 100 milliseconds under
standard load. Complex reporting
queries must not exceed 3 seconds.

Slow query log analysis and database stress
Database tests to ensure that queries are optimized
Optimization to prevent "Timeouts" during high-
contention periods.

D.4. Integration & Interoperability

Dictates how the new software talks to existing governmental systems. It moves away from isolated
"silos" and mandates the use of standard APIs and the Government Service Bus (GSB) to exchange data
seamlessly between ministries.

Example Criteria

Prioritizes a modular development
approach where core functionalities are

exposed via standardized, documented All core functions must be exposed
API-First Architecture RESTful APIs. This ensures backend services via RESTful APIs documented with
are decoupled from the frontend, OpenAPI (Swagger) 3.0 standards.

facilitating easy updates and external
integrations.

National Data Facilitates the secure, automated sharing  Ability to exchange data (e.g., Civil
Exchange (G2G) of data between different governmental  Registry status, Tax ID) via the
entities via the Government Service Bus Government Service Bus (GSB)
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Example Criteria

(GSB). This eliminates data silos and
supports the "Once-Only" principle,
preventing citizens from needing to
resubmit existing government-held
information.

Interoperability
Compliance

Core National Real-time connection to government

Platform Integration platforms
D Publish Machine- le API
Open API Publication ocument/Publis achine-readable
contracts

D.5. Portability & Mobile Compatibility

Follow applicable organizational, national,
or international interoperability framework

using secure, standardized formats
(JSON/XML).

SOAP 1.2 + REST + JSON:2020

National ID validation (via MOI),
Egypt Pay, NDEX message bus

OpenAPI 3.1 YAML file

Ensures the software is device-agnostic. It requires the application to function flawlessly across various
environments, with a specific emphasis on mobile responsiveness for the wide range of Android and iOS

devices used in the Egyptian market.

Example Criteria

Mandates a fluid layout that adapts
seamlessly to any screen size or
orientation. The interface must remain
fully functional and visually coherent on
devices ranging from large desktop
monitors to entry-level smartphones,
ensuring equitable access for all citizens.

Responsive Design

Guarantees consistent performance and
rendering across all major web browsers
(Chrome, Firefox, Safari, Edge) and their
recent versions. This ensures that a user's
choice of software does not become a
barrier to accessing government services.

Cross-Browser
Support

Fully responsive design that
functions flawlessly on low-end
hardware devices to ensure smooth
rendering and interaction (e.g., 2GB
RAM devices, Android or ioS as
needed considering that Android
smartphones represent a significant
market share in Egypt).

Support for the last 3 major
versions of Chrome, Firefox, Safari,
and Edge.
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D.6. Maintainability & Code Quality

Sets standards for documentation, code structure, and licensing to ensure the system can be easily
updated, fixed, or handed over to new teams in the future without vendor lock-in.

Example Criteria

Documentation

Open Source
Compliance

Requires the delivery of comprehensive
resources, including technical architectural
documentation for future developers and
user/admin manuals to facilitate smooth
training, troubleshooting, and institutional
knowledge transfer.

Verifies that all third-party libraries and
components adhere to permissible
licensing standards to avoid legal risks. It
prohibits restrictive licenses that could
compromise the government's proprietary
security logic or intellectual property
rights.

D.7. Artificial Intelligence (Al) & Machine Learning (ML)

Comprehensive technical
documentation in English (for code)
Comprehensive user manuals in
Arabic (for end-users/admins).

No use of restrictive licenses (e.g.,
GPL) that would force the
government to open-source
proprietary security logic.
MIT/Apache licenses are preferred.

For systems utilizing Al/ML algorithms to drive decision-making (e.g., subsidy eligibility, fraud detection,
or predictive analytics), the following criteria must be met to ensure transparency, fairness, and

sovereignty.

Example Criteria

Model Explainability
& Interpretability

Data Lineage &
Training Pedigree

Bias & Fairness
Auditing

Model Versioning &
Portability

Vendors must provide a technical
explanation of how the model reaches
specific outputs or decisions.

Full documentation of the datasets used to
train, validate, and test the model to
ensure data sovereignty and ethical
sourcing.

The model must be tested for demographic
bias (e.g., age, gender, or geographic
location) to ensure equitable citizen
service.

Al models must be delivered as version-
controlled assets, allowing the government
to update or retrain them independently.

For any automated decision, the
system must provide the "top 3
influencing factors" in human-
readable Arabic for the end-user.

Training data must be documented
and, where possible, sourced from
within Egyptian borders to comply
with Law 151/2020.

Submission of a "Bias Impact
Report" showing no statistically
significant variation in performance
across different Egyptian
governorates.

Delivery of the model weights,
hyperparameters, and the full
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Example Criteria

training pipeline as part of the
"Source Code Handover".

Integration with monitoring tools

Continuous Requirements for monitoring the model's (e.g., Grafana) to alert

Monitoring & Drift accuracy over time as new data is administrators if model accuracy

Detection processed. drops below a pre-agreed threshold
(e.g., 90%).

E. Data Governance & Protection

E.1. Data Management & Protection

Aligns the system with the international best practices in data protection and with Egypt’s Personal Data
Protection Law 151/2020.

Example Criteria

Data Protection Impact Assessment  Signed by procuring entity’s DPO and
A d DPIA . .
pprove reviewed accepted by PDPC before go-live
Data Subject Request Citizens can exercise rights online Response to erasure request < 15
Portal g working days (Law 151/2020)

E.2. Data Governance & Audit

Provides complete transparency and accountability demanded by the organizational and national
governance regulations including anti- fraud and corruption policies and controls.

Example Criteria

Consider audit requirements of

- sufficient audit trails (that cannot be  WORM storage or Egyptian blockchain
System Auditability .
altered) for the purpose of regulatory stamp; retention 10 years
and/or governance audits

Transactions > EGP 5 million require

Four-Eyes Principle High-value actions need dual approval . .
urry incip eh-vald ! uatapprov second authorized signatory

F. System Manageability & Sustainability

F.1. Software Deliverables & Deployment

Secures technical independence by mandating delivery of complete, well-documented source code and
system configurations.
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Example Criteria

Clear agreement on source code
Source Code Handover ownership, and receiving mechanism
when applicable.

Git repository with tags (e.g. v1.0.0-
Acceptance) with all branches merged

Replication of the DevOps

. - Terraform v1.6+ modules for
Infrastructure-as-Code environment necessary for building

. d tagi d
and deploying the system ev/staging/pro
Define/ensure the deployment
Deplovment Method method such as containerization. Docker images < 1 GB, Helm chart v3,
ploy Refer to Appendix E — Software compatible with Rancher Kubernetes

Deployment Models

F.2. Software Manageability

Allows day-to-day operation for the procuring entity’s IT staff by requiring integration with any IT tools
and processes such as monitoring, backups, health checks and rollback procedures.

Example Criteria

Monitoring requirements and acceptance Testing tools integration
System Monitoring methods including integration with existing Prometheus exporter + Grafana
monitoring tools. dashboards

Backup requirements and acceptance
methods including integration with backup
tools and verification of backups restoration.

System Backup &
Restoration

Testing tools integration
Verifying backup restoration

G. People & Environment

G.1. Training & Capacity Building

Achieves knowledge transfer and self-sufficiency by providing training and support as needed targeting
both system users and admins.

Example Criteria

Define support requirements Minimum 3 full-time Arabic-speaking L3

Support Model . i . . .
including remote or on-site support. engineers on site

Set measurable knowledge transfer > 300 trainees must score 2 80 % in final
User and Admin targets. exam for acceptance sign-off
Training Define knowledge assets to be System documentation and help files
received. Training material
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G.2. Environmental Sustainability

Aligns with Egypt Vision 2030 green goals by requiring energy-efficient data centers, carbon-footprint
reporting and preference for certified green providers, contributing to the country’s climate
commitments while potentially reducing electricity costs for the government.

Example Criteria

Define and review system annual carbon PUE < 1.4 for on-premises; provider
must have I1SO 50001 certification

Energy Efficiency
Reporting & power reports.
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Appendix A - Abbreviations & Acronyms Table

ADRs Architecture Decision Records &)laaall Al 3 s
API Application Programming Interface Olaadail) dxopll dg=1gll
BRD Business Requirements Document JleeYl oldlaie 4349
CPI Consumer Price Index oSdgianal! a0
CVSS Common Vulnerability Scoring System 2 el 4l Olysddl Jamad plas
DPO Data Protection Officer OUL! Llos> Jg§emo
DPIA Data Protection Impact Assessment GUL Ll il RE:i
DR Disaster Recovery E)lgSIN e 3latl
ENCS Egyp’fl National Cybersecurity Strategy 2023- -2023 (3ly! 3o & paall dub gl duzedl il

2027 2027
GCC Government Community Cloud dunnizeal] do gSodl dyloeud|
mon e oo S
Sl 1515
MOl Ministry of Interior a1l 8yl
NTRA Ej:Loonr?:yTelecommunlcatlons Regulatory I peais] 53 g
PDPC Personal Data Protection Center duasid) GBI Lle> 3Sye
PKI Public Key Infrastructure P F G ENUEWES P RW]
PO Purchase Order )55yl
PUE Power Usage Effectiveness BUall 21V grwl 3elaS
RACI :Rnis::;n:(ijble, Accountable, Consulted, bl ) lianall (g Jginal cyanal
SBOM Software Bill of Materials Olmadl @l gSe 4318
SIEM i;leac:;gzrlr::i;matlon and Event el SlasYl sl glhaoll B3]
SLA Service Level Agreement AodSd) (S grune 48151
SRS Software Requirements Specifications Ol Olddaso 4849
UAT User Acceptance Testing pustiual! opo J gl Hlas|
WAF Web Application Firewall gl wlauhl Lla> Hlux
WCAG Web Content Accessibility Guidelines oyl Ggizme dxU) ol
WORM Write Once Read Many 83daie Bslydllg 80 LS
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Appendix B — Glossary of Terms

Acceptance (Final Acceptance
Certificate)

Data Sovereignty

Data Subject Request Portal

Defect Liability Period

DPIA (Data Protection Impact
Assessment)

Egyptian Government Community
Cloud (GCC)

Escrow Agent (Egyptian)

Four-Eyes Principle

Government-Wide Transferability

Immutable Audit Trail

Infrastructure-as-Code (laC)

NTRA-Licensed Firm

Definition (in the context of Egyptian public-sector software

acceptance)

Official document issued by the procuring entity (countersigned
by MCIT or the Administrative Control Authority when required)
declaring that the software system has fully satisfied all
mandatory requirements and is accepted for production use and
final payment.

The principle that all personal data and sensitive governmental
data processed by the system must be physically located and
legally subject to Egyptian jurisdiction at all times.

A citizen-facing, Arabic-language web interface allowing
individuals to exercise their rights under Law 151/2020 (access,
rectification, erasure, restriction, portability) without human
intervention where possible.

Minimum 12-month period after Final Acceptance during which
the vendor must correct any defects free of charge.

Formal risk assessment required under Law 151/2020 for any
system processing personal or sensitive data; must be approved
by the entity’s DPO and, in high-risk cases, by the Personal Data
Protection Center.

Secure cloud infrastructure operated or approved by MCIT
exclusively for government entities (e.g., AWS GovZone Cairo,
Azure Egypt North government tenancy).

A neutral third-party entity (usually an ITIDA-approved bank or
law firm) that holds source code, documentation and build
environments under a tripartite escrow agreement.

Requirement that high-risk or high-value operations (e.g.,
financial approvals above EGP 5 million) must be authorized by at
least two separate authenticated users.

Right of any Egyptian public entity to re-assign licenses, instances
or deployments to another public entity without additional cost
or vendor approval.

A log of all system actions that cannot be altered or deleted once
written (achieved via WORM storage, cryptographic signing or
blockchain stamping).

Practice of managing and provisioning infrastructure through
machine-readable definition files (e.g., Terraform, Ansible) that
must be delivered with the system.

Cybersecurity company holding a valid penetration-testing or
auditing license issued by the National Telecommunications
Regulatory Authority.
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Term Definition (in the context of Egyptian public-sector software
acceptance)

Fully functional deployment option that operates inside ministry
On-Premises Fallback premises with no dependency on external internet connectivity
for core services.

Non-proprietary, machine- and human-readable formats (CSV,
Open Export Formats JSON-LD, XML) using Arabic labels and national reference codes,
allowing complete data extraction at any time.

Irrevocable bank guarantees equivalent to 10 % of contract

Perf B
erformance Bond value, valid until the end of the defect liability period.

Legal and technical arrangement ensuring the government can
Source Code Escrow access complete, up-to-date source code if predefined release
conditions occur (vendor bankruptcy, failure to support, etc.).

Free vendor support (minimum 12 months) provided to a
Transition Assistance successor vendor or internal team during contract termination or
replacement.

Any technical or contractual mechanism that makes it
Vendor Lock-in prohibitively expensive or technically impossible to change
supplier; strictly prohibited.

Security model that requires continuous verification of every user
Zero-Trust Architecture and device, regardless of location, before granting access to
resources.




Appendix C — Software License Models

The following is a non-exclusive list of the most typical software license models:

‘ ] t . d ‘
IT INDUSTRY DEVELOPMENT AGENCY

seco

m Full Name / Type How it |:aclc;unted / Typical pricing trigger

Perpetual

Subscription / SaaS

Named User

Concurrent / Floating

CPU / Core / Socket

Capacity / Enterprise

Open Source (Permissive)

Open Source (Copyleft /
Strong)

Freeware / Community
Edition

Freemium

Consumption / Pay-per-
Use

Source-Available (not
Open Source)

Perpetual (buy-once)
license

Time-limited subscription
(usually 1-5 years)

License tied to a specific
person

License can be used by any
user but only X at the same
time

Based on hardware
capacity

Unlimited users/servers
within one entity or whole
government

MIT, Apache 2.0, BSD

GPL, AGPL, LGPL (with
linking rules)

Free version with limited
features

Basic free, pay for
advanced features

Pay only for actual usage
(e.g., APl calls, GB
processed)

e.g., SSPL, Business Source
License

One-time payment

Recurring (monthly or
annual)

One-time or
subscription

One-time or
subscription

One-time or
subscription

Usually one-time +
annual support

Free

Free

Free

Mixed

Metered billing

Source visible but
restricted use

Per user, per server, per
core, per site

Per user, per active
user, per transaction,
per vCPU

Per named individual

Per simultaneous
session

Per physical CPU, core,
or socket

Fixed price for entire
ministry or nationwide

None (Might involve
third-party support or
customization fees)

None

None

Paid add-ons

Per API call, per GB, per
hour

Usually subscription
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Appendix D — Software Hosting Models

The following is a non-exclusive list of the most typical software hosting models.

o Typical use-case in public
sector

On-Premises (On-Prem)

Government Community Cloud
(GCC)

Local Private Cloud (Egyptian
Provider)

Hybrid (On-Prem + Local Cloud)

International Public Cloud
(Foreign region)

Foreign Government/Partner
Cloud

Software and databases run entirely
inside entity-owned or controlled

data centers or entity buildings.

Dedicated government-only cloud

operated by MCIT or certified

partners (e.g., AWS Cairo GovZone,

Azure Egypt North Government
tenancy, Egyptian Telecom
GovCloud).

Commercial cloud located in Egypt
(e.g., Raya DC, Telecom Egypt Cloud,

Orange Business).

Combination of on-premises and
Egyptian cloud with seamless failover.

e.g. AWS Frankfurt, Azure West
Europe, Google Ziirich, etc.

e.g., U.S. FedRAMP, EU sovereign

clouds used in joint projects.

High-security systems, critical
national infrastructure,
systems that must work
without internet

Most new government
applications (preferred model
under Cloud-First Policy 2023)

When GCC capacity is full or
special requirements exist

Systems needing both offline
capability and scalability
Often not allowed for systems
containing governmental data

Only for specific international
cooperation projects (e.g., UN,
World Bank)
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Appendix E — Software Deployment Models

The following is a non-exclusive list of the most typical software deployment models.

eI Typical Technology Key Acceptance Rules /
Stack Comments

1. Traditional

2. Virtual Machine
Images

3. Containerized (Docker

/ ocl)

4, Serverless / Function-

as-a-Service

5. Infrastructure-as-
Code (l1aC)

Direct installation on
physical or virtual

servers (no containers)

Pre-configured VMs
(OVA, VMDK, gcow?2)

Application packaged
as lightweight
containers

Individual functions
instead of full
applications

All infrastructure
(networks, VMs,
clusters) defined as
code

EXE/MSI, WAR/EAR,
RPM/DEB packages,
manual scripts

VMware, Hyper-V, KVM,

VirtualBox

Docker, Podman,
containerd +

Kubernetes / OpenShift

/ Rancher

AWS Lambda@Edge,

Azure Functions, Google

Cloud Run

Terraform (preferred),
Ansible, Pulumi

Must still deliver IaC, full
installers, and rollback
scripts

Must be hardware-agnostic,
documented, and bootable
on Egyptian Gov Cloud
hypervisors

Must meet full
containerization checklist

Requires Cabinet-level
waiver + hard cost caps;
data must stay in Egypt
region

Full Terraform modules
must be delivered and run
successfully in Egyptian
environments




Appendix F — Compliance Checklist

The following table includes the list of controls under the above sections. The “Value” column needs to be defined by the procuring entity.

Examples of typical values are provided in the guidelines.

CATEGORY “ CONTROL VALUE YES/NO COMMENTS

A. Legal, A.1. Software License A.1.1 License Type & Metering Clarity
Licensing & Model A.1.2 Government-Wide Transferability
Contractual
Framework A.1.3 Auto-Renewal
A.1.4 Components Disclosure including Open-Source
A.2 Contractual Aspects | A.2.1 Support Duration
A.2.2 Free Transition Assistance
A.2.3 SLA Penalties
B. Hosting & B.1. System Hosting & B.1.1 Hosting Model
System Continuity B.1.2 Disaster-recovery and backup sites
Operations :
B.1.3 Geographic Redundancy
B.2. Data Sovereignty B.2.1 Data Ownership
B.2.2 Open, Non-Proprietary Data Export Formats
C. Generic C.1. Users/Access C.1.1 User Roles
System Rights C.1.2 Access Control
Features
C.1.3 User Session Management
C.2. Payment Gateway | C.2.1 Supported Payment Methods
C.2.2 Security & Compliance
C.2.3 Duplicate Payment Prevention & Fraud Detection
C2.4 Integration Stability
C.3. Data C.3.1 Data Accuracy
Analytics/Dashboards | 3 3 Real-Time Updates
C.3.3 Export & Reporting
C.3.4 Anomaly Detection & Alerts




C.4. Logging/Audit
Trails

C.4.1 Comprehensive Activity Logging

C.4.2 Immutable Audit Trails

C.4.3 Accounting Data

C.4.4 Error & Exception Logging

C.4.5 Log Retention & Archiving

D. System
Non-
Functional
Characteristics

D.1. Cybersecurity &
Data Sovereignty

D.1.1 Data Sovereignty & Localization

D.1.2 Cybersecurity Risks

D.1.3 Encryption Standards

D.1.4 Identity & Access Management (IAM)

D.1.5 Electronic Signature Support

D.2. Usability & Arabic
Localization (User
Experience)

D.2.1 Right-to-Left (RTL) Native Design

D.2.2 Cultural Appropriateness

D.2.3 Accessibility

D.3. Performance &
Scalability

D.3.1 Load Time

D.3.2 Peak Load Handling

D.3.3 Database Optimization

D.4. Integration &
Interoperability

D.4.1 API-First Architecture

D.4.2 National Data Exchange (G2G)

D.4.3 Core National Platform Integration

D.4.4 Open API Publication

D.5. Portability &
Mobile Compatibility

D.5.1 Responsive Design

D.5.2 Cross-Browser Support

D.6. Maintainability &
Code Quality

D.6.1 Documentation

D.6.2 Open Source Compliance

D.7. Artificial
Intelligence (Al) &
Machine Learning (ML)

D.7.1 Model Explainability & Interpretability

D.7.2 Data Lineage & Training Pedigree

D.7.3 Bias & Fairness Auditing

D.7.4 Model Versioning & Portability

D.7.5 Continuous Monitoring & Drift Detection




E. Data E.1. Data Management | E.1.1 Approved DPIA
Governance & | & Protection E.1.2 Data Subject Request Portal
Protection

E.2. Data Governance & | E.2.1 System Auditability

Audit E.2.2 Four-Eyes Principle
F. System F.1. Software F.1.1 Source Code Handover

Manageability
&
Sustainability

Deliverables &
Deployment

F.1.2 Infrastructure-as-Code

F.1.3 Deployment Method

F.2. Software
Manageability

F.2.1 System Monitoring

F.2.2 System Backup & Restoration

G. People &
Environment

G.1. Training &
Capacity Building

G.1.1 Support Model

G.1.2 User and Admin Training

G.2. Environmental
Sustainability

G.2.1 Energy Efficiency Reporting




